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	· Adapt the policy to your CLC and help your team ensure they use and access systems and data in a way that protects the organisation, its staff and clients.



Current as of February 2020
HOW TO USE THIS POLICY

· Copy pages 3 and 4 of this document and use this template as a guide for your organisation, replacing [text in brackets] where applicable (you can do a Find & Replace on ‘[CLC name]’).
· Review the policy content and make amendments as required for your centre. Adjust formatting, title, footer, etc. as needed.
· Once this policy document is completed, share the policy with your users, i.e. staff members as well as volunteers if they access your systems.
· Ensure all your digital and technology-related policies are easily accessible to your users. This could be your local shared drive, your intranet, or any cloud-based document sharing software in use for your centre like Google Drive, SharePoint or Dropbox. 
· Ensure all new starters (staff and volunteers) receive a copy of the policy as part of their induction process.
· Finally, ensure the policy’s latest version is distributed when updates are made.





INFORMATION SECURITY, DATA PROTECTION AND PRIVACY POLICY TEMPLATE

WHAT this policy is for:
This policy describes how [CLC name] and its users must ensure information security when accessing and using information and communications technology (ICT) equipment and systems, and ensure the collection, handling and storage of personal data meet data protection standards and legal compliance requirements.

WHO this policy is for:
All staff, temporary employees, contractors, volunteers and management committee/board members of [CLC name], collectively described as ‘users’.

Who is RESPONSIBLE for what:
· [CLC name]’s proprietary information stored on electronic and computing devices owned or leased by [CLC name], the user or a third party, remains the sole property of [CLC name]. 
· [CLC name] seeks to comply with privacy requirements and confidentiality in the provision of all ICT services. In particular, [CLC name] is responsible for ensuring compliance with the Australian Privacy Act in the various systems and software in use, particularly those used to store personal information about clients (past, current, and prospective), contacts, supporters, donors, employees, volunteers and other individuals or organisations with whom [CLC name] has a relationship.
· All users are responsible for ensuring they access, collect and store data in a manner that protects that data from loss, theft or mishandling. In particular, users storing or accessing data of a sensitive or valuable nature (e.g. personal data, intellectual property, financial data), such that if it was lost, stolen or improperly modified could cause damage to [CLC name] or individual persons, must ensure the data is properly protected and system security protocols observed.
· Users must access and manage information according to the Confidentiality and Copyright Policy and Procedure.  
· Individual users are responsible for immediately reporting any known or suspected data security incidents and breaches to their local ICT Support team, or their immediate manager.
· Users must be aware that network and systems administrators, during the performance of their duties, may need to observe the contents of certain data stored in devices and equipment allocated to a user.
· Whilst [CLC name] makes every effort to provide secure ICT resources, [CLC name] cannot give any warranty or assurances about the confidentiality or privacy of any personal information disclosed by any user in the course of using the computer facilities for the user’s personal purposes.


The do’s and don’ts:
Acceptable usage:
· Users must use strong passwords or passcodes for all systems and equipment, including mobile phones. Strong passwords are passwords that are reasonably complex and difficult for other people to guess. Strong passwords are enforced with software when possible. 
· All computing and telecommunications devices must be secured with a password-protected screensaver or autolock function set to 10 minutes or less. Users must lock screens or log off systems when leaving devices unattended. 
· ICT support staff may only access a user’s account with the consent of that user, or with the explicit authorisation of their manager, in the event that the user is unavailable to give consent (e.g. on leave) and even then, only to meet [CLC name]’s ongoing business requirements. ICT support staff may reset a user’s account password, access that account, and transfer the data to another designated account (as requested by management) without consent only if that person has left [CLC name].
· Users should change their password immediately if the security of their password is in doubt.

[bookmark: _GoBack]Unacceptable usage:
· Users may not share their individual user accounts or disclose their passwords to other individuals, except to authorised users (ICT support).
· Passwords must not be written down and kept on workstations, stored in files on a computer system or mobile device, or transmitted via email. Exceptions may apply for users in authorised system administration roles who need to send passwords to users.
· Users must not extract data (through export, print out, download or screenshots) from any system for any other purposes than those related to their job duties.
· Unless required for their work, users are prohibited from disclosing other individuals’ personal information without validating the authenticity of said user or with other [CLC Name] employees.
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