Data Governance

A framework for Community Legal Centres

Presented by Richard Berkahn and Reece Corbett-Wilkins
Senior Associates from Clyde & Co

27 August 2020

0 Community Legal Centres Queensland

© Community Legal Centres Queensland 2020



Introduction

Introduction to ‘data’ and the cyber landscape
Data Governance — what is it and why is it important?
A framework for strong Data Governance with some best practice tips

Questions



Introduction
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Charities urged to protect themselves from cyber attacks

Charities are being reminded of the need to h:
sufficient and effective measures in place to protect

against cyber attacks

The ongoing ‘WannaCry'

highlighted the damage caused by attacks if IT

systems and protection aren't kept up-to-date. While

it's unclear if any charities have been targeted by this

attack, charities could be a prime target for future
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cyber criminals

Speaking at the Charity Finance Group's Annual Conference earlier thi ar, James Mulhemn, §' ofa
chief information security officer at Eduserv outlined how charities are a target because they tend

to store large amounts of stakeholder data

Charities are a big target for cyber criminals because they have valuable data, including personal

information which is of huge value to attackers,” he said




Introduction to ‘data’ and the cyber landscape

What is data?

How is data collected and why is it collected?
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Introduction to ‘data’ and the cyber landscape

No organisation is safe: NASA, the most technologically advanced
organisation on the planet, was hacked using a $25 computer last June

Whilst cyber-attacks are typically aimed at commercial businesses,
not-for-profit organisations are at risk too:

Having personal, sensitive or financial data on servers makes any entity a
target

Threat actors (‘hackers’) can sell private health data and financial information
on the black market

Often NFP’s don’t have adequate defence mechanisms to prevent cyber-
incidents



Introduction to ‘data’ and the cyber landscape

State-specifi
legislation

Brazil’s General Data
Protection Law
Federal Law no.
813 ,709/2018 i O
(LGPD) 5 REGULATION YR
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Protection of Personal

Information Act 2013
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Introduction to ‘data’ and the cyber landscape

Regulates the collection, handling and use of
‘Personal Information’

Prohibits the sending of unsolicited commercial
Spam Act 2003 (Cth) electronic messages (i.e. "spam") with an
Australian link

Healthcare providers accessing, processing and
sl R(%(f[ﬂ;ds Act 2012 storing 'My Health Records' are subject to a
mandatory data breach reporting regime

Various state and territory For example Information Privacy Act 2014 (ACT)

laws

and Privacy and Data Protection Act 2014 (Vic)
that cover government




Introduction to ‘data’ and the cyber landscape

Regulates the collection, handling and use of ‘Personal Information’
Standards: 13 Australian Privacy Principles

Regulator: Office of the Australian Information Commissioner (OAIC)
(useful resources)

Small business exemptions, but no general exemption for not-for-profits
Regulates the notifiable data breach scheme (NDBS)



Introduction to ‘data’ and the cyber landscape
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Introduction to ‘data’ and the cyber landscape

In order to assess whether there has been a notifiable breach, organisations must
ask:

1. Has there been a data breach?
2. Is serious harm likely?

3. Can remedial action be taken to prevent likely risk of serious harm?
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Introduction to ‘data’ and the cyber landscape

Proposed changes to the Privacy Act

 Increased penalties for all entities covered by the Act,
which includes social media and online platforms
operating in Australia

» Provide the OAIC with new infringement notice
powers backed by new penalties

» Expand other options available to the OAIC

» Require social media and online platforms to stop
using or disclosing an individual's personal
information upon request

 Introduce specific rules to protect the personal
information of children and other vulnerable groups

» These changes are being backed by an AUD 25
million increase to the OAIC’s funding over the next
3 years




Introduction to ‘data’ and the cyber landscape
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Introduction to ‘data’ and the cyber
landscape

for Information Technology Services

From:
Sent: December 21, 2018 2:48:56 PM AEDT
Received: December 21, 2018 2:48:42 PM AEDT

Attachments: Mew-Planning.doc

Dear members,

Well the year has got away from us and due to a number of factors we have not been able to organise one last
meeting for the year. So | wanted to touch base with you all and say well done on making it to the end of year, merry
xmas, happy holidays and happy new year!

Next year the plan is to have four meetings - Meeting plan refer to Annex.

Kind regards

The Australian Mational University Canberra, AC
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Introduction to ‘data’ and the

cyber landscape
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Cyber Monthly Update (August 2020)

The Cyber Landscape - what we've been seeing this month*

Incident Types Key Insights

Mizdirectzd s - . - . }
A Greatest menthly increase in tech (+11%) and education

% [+ .
S Buzhess emall (+5%) sectors.
disclosure wnﬂf‘e
T S +  May be attributed to both sectors being of particular
interest to foreign state actors.
e Ransomware most commoen incident type alongside BEC.
14% (+3%
*  Number of ransomware incidents per menth has doubled
since January.
r - *  This reflects QAIC NDB report - from January to June
\%ﬁrﬁe ! % (-2%) 2020, the number of notifications attributed to
4% [+3% ransomware attacks increased by more than 150%.

Impact of COVID-19 on Number of Cyber Claims

COVID-1S declared
a publicheslth
First COVID-19 emergenoy —Australia goesinto Australian lockdown
death in China | lockdown restrictions begin to
edse

[

W

¥ nerezze . Victoria spike in
_ community
::err:-e mumozr ot N _-'-. transmizsion
- 5% decrease Prime Minister

China reports for Australia confims COVID-19 declared announces attacks Second wave of

sz of COVID- first case of COVID- & global pandemic by sophisticated COVID-19in NSW

13 Ower 90 COVID-19 wtote actar andVIC
18 related deaths in
Australia

Crype&Co

Key Updates
OAIC Notifiable Data Breach Report
Key takeaways

*  [Entties lacking understanding of T

*  Failure to comply with requirements of
notification statements. Mitigation advice
missing.

*  Ransomware attacks morphing into data
exfittration. Assessment timing key.

* The QAIC is not aware of any evidence
to suggest number of notifications has
been influenced by COVID-15.

Australia's Cyber Security Strategy 2020

*  Investment of 31.67 bn over 10 years in
cyber security.

* Insurance industry overlooked but key.

Jan-20 Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20




Introduction to ‘data’ and the cyber
landscape

EY The Daily Swig

Blackbaud ransomware attack exposed donor data from
two UK charities

1 week ago

[rs] Third Sector

Charities hit by Blackbaud ransomware attack
Bla

managen

1 month ago

tfn Third Force News
Blackbaud ransomware attack — what should charities do
next?

.. iny

3 weeks ago

B BBC Hews
Bletchley Park Trust hit in Blackbaud security breach
it d that it had 1 in M
ed a “notifiable r the Blackbaud breach




Introduction to ‘data’ and the cyber landscape

What can organisations do to prepare?

Breach
Training readiness
planning
Data
o
resilience e Sl
risk audit
Data
governance
policy
Develop a
risk

register
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Data Governance

Data Governance is the organisation and implementation of policies,
procedures and standards for the effective use and protection of information.

It is the process of organisation of an enterprise’s data, involving an enterprise-
wide system of policies, procedures and controls to ensure that data is properly
monitored, stored and managed.

Governance should follow, reflect and cover the full life cycle of data.
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Data Governance

processes necessary for effective information management
across the whole company, for all types of data.

laws governing the appropriate use of personal information to protect
individuals.

the risk of loss (such as financial, disruption or damage to the
reputation of an organisation) from a failure of an organisation’s information
technology systems.
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Data Governance

Supports better decision-making and improves operational efficiency through
data.

Protects the needs of data stakeholders, in particular concerning privacy,
confidentiality and access.

Ensures the organisation adopts common standards and approaches to data
Issues.

Ensures clarity and transparency with respect to access and usage of data.
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Data Governance

Data is an asset and can be leveraged for organisational growth.

The security of data is important — legal, regulatory and other implications if
things go wrong.

Consequently, data governance is starting to appear on the risk registers of
companies across different industries.
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Data Governance

Proper data governance allows organisations to
data provides and

that come with data collection
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Data Governance

Data Governance protects against a range of risks

» Missed opportunities
- Loss of ‘competitive advantage’
- Reduced efficiency
» Reputational risk
- Loss of trust with donors, beneficiaries

- Can change the perception of organisation as a safe source of
donation/contribution to an risky one

» Legal and regulatory risks
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Data Governance

Case study:
NSW Ambulance Service

* NSW Ambulance Service allowed a contractor
widespread access to its records and databases.

» Sensitive personal and health information of NSW
Ambulance workers was compromised, contractor
was able to gather and sell the personal and
health information of NSW Ambulance employees.

» Result: large class action settlement for
employees, reputational damage to NSW
Ambulance.




Data Governance

Data Governance provides a range of opportunities

_ Targeted ads; sale of data to analysts

Personalisation, predictive suggestions

Improved stakeholder loyalty

(such as for donations or causes)

Internal provision of analysis

Fraud detection

Improved reputation

Perception as safe place to donate, and safe

holder of personal information

Proper data governance can allow entities to
streamline operations
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A framework for strong Data Governance

It will depend on the data held and management priority:
Data quality
Privacy, compliance and security
Data and business intelligence
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A framework for strong Data Governance

Identify stakeholders, Establish, review,
establish decision approve, monitor
rights, and clarify policy and

Establish, review, 4
approve, and monitor
standards

Establish enterprise

Identify your data data strategies

accountabilities procedures
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A framework for strong Data Governance

Identify your data: example of data classification

Data which could readily be obtained from a public source such as a web site or
directory.

Data which has been gathered for business/operational purposes and would not
normally be disclosed to third parties. This can be a sensible default for organisations
and this level of protection is required unless specified otherwise.

Data which would cause harm if compromised: harm to the organisation, third parties,
or both. Active measures are required for protection.

Data which would cause severe harm if compromised, such as widespread reputational
damage or large financial loss. Access must be fully controlled and all disclosures
tracked.
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A framework for strong Data Governance

to oversee data
governance. This role is occupied by members of the board/committee of
management or other senior staff.

to control the data for the organisation, and to
ensure data protection and integrity. This role is occupied by an officer of the
organisation.

to contribute business expertise and maximise the value of data
to the organisation. This role is usually occupied by a person in senior
leadership.

to protect and secure the data. This role is usually occupied
by an individual with technical skills.

to make use of data for business operations and decision making.
This role may be any employee/worker.
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A framework for strong Data Governance

the overall vision and goals must be simple,
clear and precise

select sponsors, owners and participants and
establish processes focused on results; prioritise based on organisational need; do
not apply governance solely to build consensus or to react to momentary interest

keep the governance model as simple as possible and
make sure that all tasks are adding value to the overall organisation

design policies, standard
and processes for the entire organisation; build and implement then practically
starting with high impact areas

recognise that a “one size does not fit all” when it comes to governance

communicate the activities of the framework often to all
relevant stakeholders
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A framework for strong Data Governance

Ensure that you have a Data Governance Policy that applies to all employees.

This document should:

provide rules and guidelines for ‘best practice’ for managing and collecting data;
set out the procedures to be followed if there is suspicion of a data breach; and
assign ownership of data, so that decision making authority is clear
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Conclusion

Top tips
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